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MOBILE PHONE UPGRADE SCAM 



FURTHER COUNCIL TAX SCAMS CIRCULATING 

As fake council tax emails continue to circulate, find below our top tips for 

spotting fraudulent emails. 

The email has clearly not 

come from an official .gov 

email address 

The email is addressed to 

the recipients email 

address, it does not refer 

to them by name as 

official correspondence 

will do 

The email encourages 

you to click on a link 

which is likely to take you 

to a malicious website 

which may steal your data 

or install malware on your 

device 

There is an element of 

urgency to put you under 

pressure to click the link 

Incorrect spelling and 

grammar can be a good 

indicator of fake emails 

Remember to Take Five 

with any unexpected 

emails: STOP 

 CHALLENGE 

PROTECT. 

 Report suspicious emails 

to 

report@phishing.gov.uk 


